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1.1	

Access	Control	for	Linked	Data 



•  Privacy	&	Sustainable	Computing	Lab 		

•  Launched	September	2016:	launch	event	with	various	important	stakeholders:	technologists,	standardization,	activists…

•  Mission:	Developing	sustainable	and	privacy-preserving	computer	systems	by	bringing	together	computer	science	&	
human-centric	behavioral	science	

Prof.	Sarah	Spiekermann	(Mgt	
Board)	

Prof.	Axel	
Polleres		

(Mgt	Board)	

Dr.	Sabrina	Kirrane		
(Mgt	Board)	

Dr.	Ben	Wagner	
(Director)	

http://www.privacylab.at/	

Privacy	&	Sustainable	Computing	
A	multidisciplinary	perspective… 



Privacy	&	Sustainable	Computing	
A	multidisciplinary	perspective… 

MISSION	
	

Developing	sustainable	and	privacy-preserving	computer	systems	
by	bringing	together	computer	science	&	human-centric	behavioral	

science.		

Humanities Computer Science 

Open	Data	
Artificial	Intelligence	

Net	Neutrality	

Online	Privacy	

Ethical	Design	

Open	Standards	

Big	Data	Analytics	

Public	Policy	and	Legislation	

Data	Science	

Legal 

Fragmentation	



Data subjects who would like to declare, monitor and optionally 
revoke their (often not explicit) preferences on data sharing 
 
Regulators who can leverage technical means to check 
compliance with the GDPR 
 
Companies whose business models rely on personal data and 
for which the GDPR is both a challenge and an opportunity 
 

2013	 2014	 2015	 2016	 2017	 2018	

Draft	of	the	regulation	
7/22/2012	

Revisions	in	the	draft	
3/12/2013	

Discussions	in	the	EU	Council	
5/19/2014	

EU	Council	finalises	the	chapters	
8/6/2015	

Trilogue	starts	
6/24/2015	

Trilogue	agrees	
12/17/2015	

Comes	into	effect	
5/25/2018	

SPECIAL Aims 
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2019	

SPECIAL	
Kickoff	
Jan	2017	

Where	we	
are	now	
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SPECIAL Aims 
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•  Policy	management	framework	
v Gives	users	control	of	their	personal	data		
v Represents	usage	policies,	legislative	requirements	and	business	policies	in	a	machine	
readable	format	

•  Transparency	and	compliance	framework	
v Provides	information	on	how	data	is	processed	and	with	whom	it	is	shared	
v Allows	companies	to	verify	that	processing	is	in	line	with	data	subject	usage	policies	and	legal	
requirements		

v Allows	data	subjects	to	take	corrective	action	
•  Scalable	policy-aware	Linked	Data	architecture		

v Build	on	top	of	the	Big	Data	Europe	(BDE)	platform	scalability	and	elasticity	mechanisms		
v Extended	BDE	with	robust	policy,	transparency	and	compliance	protocols	
v Enable	personal	data	value	chains	

•  Pilot	implementation	and	evaluation	
v The	architecture	will	be	validated	in	the	context	of	personal	data	sharing	use	cases	for	the	
telecoms	and	financial	services	sectors	

•  Collaboration,	Dissemination	&	Standardisation	
v Create	real-world	impact	in	the	form	of	a	sustainable	solution	that	we	disseminate	actively					

SPECIAL Objectives 
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SPECIAL Use Cases  
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SPECIAL Technical Foundations 
Big Data and Privacy Foundations 

SPECIAL	leverages	past	infrastructure	and	lessons	learned	
v Big	Data	Europe	scalability	and	elasticity	
v PrimeLife	policy	languages,	access	control	policies,	release	policies	and	data	handling	policies	
v The	Platform	for	Privacy	Preferences	Project	(P3P)	and	the	Open	Digital	Rights	Language	
(ODRL)	vocabularies	
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SPECIAL Technical Foundations 
Linked Data Foundations 

SPECIAL	uses	the	Linked	Data	paradigm	
v All	data	items	are	identified	by	Internationalised	Resource	Identifiers	(IRI’s)	
v By	using	HyperText	Transfer	Protocol	(HTTP)	IRI’s	everything	is	potentially	linkable	
v IRI’s	allow	SPECIAL	to	associate	usage	constraints	with	personal	data	at	different	levels	of	
granularity	
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SPECIAL Technical Foundations 
Ingestion 

Handle	a	broad	variety	of	sources	and	formats		
v Integration	with	Line	of	Business	applications	via	transformation	middleware	
v Understanding	the	personal	data	that	is	stored,	how	it	is	used,	and	what	constraints	are	associated	
with	the	data	needs	to	be	captured	in	a	personal	data	processing	inventory	

v Policy	Language	is	tightly	coupled	to	the	legal	process	of	enquiry	(data,	processing,	purpose,	storage	
and	recipients)	

v Allows	for	the	development	of	an	Intelligent	Data	Lake		
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SPECIAL Technical Foundations 
Compression & Encryption 

When	sharing	data	or	querying	results	information	is	securely	stored	and	
securely	exchanged	

v Enable	efficient	queryable	encryption	based	on	compressed	RDF	data	
v Encryption	used	for	data	and	policy	integrity	
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SPECIAL Technical Foundations 
Sticky Policies 

Gluing	policy	information	to	the	payload	data,	even	across	company	borders,	is	
called	“sticky	policies”	

v Policy	constrained	personal	data	sharing	
v Legal	guarantees	
v Integrity	and	non-repudiation	
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SPECIAL Technical Foundations 
Policy aware querying 

Categorise	and	subdivide	data	based	on	fine-grained	usage-policies	and	
sensitivity	categories/levels	

v Tackles	consent	challenges	via	layering,	context,	transparency	and	control	
v Retrieve	policies	based	on	data	
v Policy	aware	aggregation	and	anonymisation	techniques	
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SPECIAL Technical Foundations 
APIs & Dashboards 

Investigate	novels	ways	of	obtaining	consent	and	providing	transparency	
v Consent:	display	highly	relevant	information	to	the	user	based	on	context		
v Interactive	Dashboard:	effective	way	to	represent	data,	usage	constraints,	
data	processing	and	data	sharing	
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SPECIAL Technical Foundations 
Outline for the rest of the talk 
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v Analysing	and	Modelling	the	GDPR	
v The	SPECIAL	usage	policy	language,	
vocabularies	and	compliance	
checking	

v The	SPECIAL	transparency	and	
compliance	platform	

v SPECIAL	Standardisation	Activities	
v SPECIAL	resources	



Analysing and Modelling the GDPR 



Relations	make	it	complex	for	the	developers	

Actionable	instructions	

Analysing & Modelling the GPDR 



I:	General	
provisions	

II:	Principles	

III:	Rights	of	the	data	
subject	

IV:		Controller	and	
processor	

V:	Transfers	of	personal	data	to	
third	countries	or	international	
organisations	

VI:	Independent	
supervisory	
authorities	

	VII:	Cooperation	
and	consistency	

VIII:	Remedies,	liability	and	
penalties	

IX:	Provisions	relating	to	
specific	processing	
situations 		

X:	Delegated	acts	and	
implementing	acts	

XI:	Final	
provisions	

99	articles	
11	chapters	

Analysing & Modelling the GPDR 
What aspects should we formalise? 



The controller shall take appropriate measures to provide any information referred to in Articles 13 and 14 and any 
communication under Articles 15 to 22 and 34 relating to processing to the data subject in a concise, transparent, 
intelligible and easily accessible form, using clear and plain language 	

Paragraph	1	

Chapter	III	>	Section	1	>	Article	12		
	

Transparent	information,	communication	and	modalities	for	the	exercise	of	the	rights	of	the	data	subject		

12	 Chapter	III	>	Section	2	
Information	and	access	to	
personal	data		

Chapter	III	>	Section	3		
Rectification	and	erasure		

Chapter	III	>	Section	4		
Right	to	object	and	automated	
individual	decision-making		

CHAPTER	IV	>	Section	2	
Security	of	personal	data		

Analysing & Modelling the GPDR 
What aspects should we formalise? 



99 articles have  

~350 relations defined 

•  Other	things	to	be	considered	
•  Direction	of	the	relationship	
•  Article	chains	
•  Semantics	of	the	relationship	

•  Model	the	consequences	and	fines	in	the	
case	of	non-compliance	

•  Not	all	of	the	99	articles	define	obligations	
(e.g.	objectives,	definitions,	GDPR’s	entry	
into	force	etc.)		

•  We	omit	articles	defining	obligations	for	
other	parties	like	the	Supervisory	
Authorities	and	European	Data	Protection	
Board	can	be	neglected.	

	

Analysing & Modelling the GPDR 
What aspects should we formalise? 

Article	83		
General	conditions	for	
imposing	
administrative	fines		



Analysing & Modelling the GPDR 
What formalism should we use? ODRL designed to define 

rules for the publishing, 
distribution, and 
consumption of digital 
media.	



Analysing & Modelling the GPDR 
What formalism should we use? 

Legislative	Compliance	Assessment:	Framework,	Model	and	GDPR	Instantiation	
Sushant	Agarwal,	Simon	Steyskal,	Franjo	Antunovic	and	Sabrina	Kirrane	
Proceedings	of	the	Annual	Privacy	Forum	(APF	2018)		



Analysing & Modelling the GPDR 
A regulatory ODRL profile 

Legislative	Compliance	Assessment:	Framework,	Model	and	GDPR	Instantiation	
Sushant	Agarwal,	Simon	Steyskal,	Franjo	Antunovic	and	Sabrina	Kirrane	
Proceedings	of	the	Annual	Privacy	Forum	(APF	2018)		



Analysing & Modelling the GPDR 
A regulatory ODRL profile 

Legislative	Compliance	Assessment:	Framework,	Model	and	GDPR	Instantiation	
Sushant	Agarwal,	Simon	Steyskal,	Franjo	Antunovic	and	Sabrina	Kirrane	
Proceedings	of	the	Annual	Privacy	Forum	(APF	2018)		



Analysing & Modelling the GPDR 
Compliance impact assessment 

Legislative	Compliance	Assessment:	Framework,	Model	and	GDPR	Instantiation	
Sushant	Agarwal,	Simon	Steyskal,	Franjo	Antunovic	and	Sabrina	Kirrane	
Proceedings	of	the	Annual	Privacy	Forum	(APF	2018)		



Analysing & Modelling the GPDR 
Machine readable policies 
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•  Systematic	analysis	of	the	text	of	the	GDPR	
•  D2.2	&	D2.6	Formal	representation	of	the	
legislation	detailed	the	GDPR:	
v Rule	structure	
v Explicit	References	
v Subjective	terms	(i.e.	single	words	or	
parts	of	a	sentence	that	can	be	
interpreted	in	various	ways)	

v Implicit	knowledge	about	the	law	(e.g.	
the	scope	of	Union	Law)	

v References	to	other	pieces	of	legislation	
	

Collaboration	with	the	University	of	Helsinki	&	
Lynx	-	Legal	Knowledge	Graph	for	Multilingual	Compliance	Services	http://lynx-project.eu/	are	interested	in	collaborating	with	SPECIAL	on	this	work			

In	SPECIAL	we	
adopt	a	systematic	
approach	



Analysing & Modelling the GPDR 
Lessons learned 
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ODRL	was	heavily	guided	by	
licensing	use	cases…...		
	
Therefore	when	modelling	
regulatory	requirements	we	
need	to	decide	how	closely	
we	stick	to	the	original	model	



The SPECIAL usage policy language, 
vocabularies and compliance checking 



Usage policy language 
The minimal core model 

Transparency	Ledger	

Collected	
data	

How	is	data	
processed	 Where	are	

collected	data	
and	profiles	

stored	

For	how	long	
are	the	data	

stored	
Purpose	of	

data	collection	
and	processing	

Disclosure	to	
third	parties	



Usage policy language 
Syntax and expressivity  

•  Usage	policy	language,	which	can	be	used	to	express	
both	the	data	subjects’	consent,	data	controllers	
usage	requests,	fragements	of	the	GDPR,	and	
business	policies	

•  The	foundation	of	the	policy	language	was	the	
Minimal	Core	Model	(MCM)	

•  We	propose	a	new	policy	language	that	extensively	
re-uses	standards	based	privacy-related	
vocabularies		

•  We	are	able	to	leverage	existing	Web	Ontology	
Language	(OWL)	based	reasoners	out	of	the	box	



A	Scalable	Consent,	Transparency	and	Compliance	Architecture	
Sabrina	Kirrane,	Javier	D.	Fernández,	Wouter	Dullaert,	Uros	Milosevic,	Axel	Polleres,	Piero	Bonatti,	Rigo	Wenning,	Olha	Drozd	and	Philip	Raschke		
Proceedings	of	the	Posters	and	Demos	Track	of	the	Extended	Semantic	Web	Conference	(ESWC	2018)		

Usage policy language 
Syntax and expressivity  



Usage policy language 
Syntax and expressivity  

http://purl.org/specialprivacy/policylanguage	



Usage policy language 
SPECIAL resources 

•  Detailed	in	D2.1	Policy	Language	V1		
•  Available	for	download	via	the	SPECIAL	website	
https://www.specialprivacy.eu/langs/usage-
policy	

•  An	unofficial	draft	specification	has	been	
published	online
http://purl.org/specialprivacy/policylanguage		

•  Feeds	into	the	standardisation	efforts	
conducted	in	the	W3C	Data	Privacy	
Vocabularies	and	Controls	Communty	Group	

08/08/19	 34	Piero	A.	Bonatti,	Bert	Bos,	Stefan	Decker,	Javier	D.	Fernández,	Sabrina	Kirrane,	Vassilios	Peristeras,	Axel	Polleres	and	Rigo	Wenning.	Data	
Privacy	Vocabularies	and	Controls:	Semantic	Web	for	Transparency	and	Privacy.	Semantic	Web	for	Social	Good	(SWSG2018)	@	ISWC2018.	



Provenance/event information  
The model   

•  Development	of	a	log	
vocabulary	that	reuses	well-
known	vocabularies	such	as	
PROV	for	representing	
provenance	metadata	

•  Demonstrate	how	
provenance	can	be	used	to	
support	transparency	in	
data	value	chains	
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A	Scalable	Consent,	Transparency	and	Compliance	Architecture	
Sabrina	Kirrane,	Javier	D.	Fernández,	Wouter	Dullaert,	Uros	Milosevic,	Axel	Polleres,	Piero	Bonatti,	Rigo	Wenning,	Olha	Drozd	and	Philip	Raschke		
Proceedings	of	the	Posters	and	Demos	Track	of	the	Extended	Semantic	Web	Conference	(ESWC	2018)		



Provenance/event information  
Syntax and expressivity    

A	Scalable	Consent,	Transparency	and	Compliance	Architecture	
Sabrina	Kirrane,	Javier	D.	Fernández,	Wouter	Dullaert,	Uros	Milosevic,	Axel	Polleres,	Piero	Bonatti,	Rigo	Wenning,	Olha	Drozd	and	Philip	Raschke		
Proceedings	of	the	Posters	and	Demos	Track	of	the	Extended	Semantic	Web	Conference	(ESWC	2018)		



Provenance/event information  
Syntax and expressivity    

http://purl.org/specialprivacy/splog		



Provenance/event information  
Syntax and expressivity    

http://purl.org/specialprivacy/splog		



Provenance/event information  
Syntax and expressivity    

http://purl.org/specialprivacy/splog		



Provenance/event information 
SPECIAL resources  

•  Detailed	in	D2.3	Transparency	
Framework	V1	

•  Available	for	download	via	the	SPECIAL	
website	
https://www.specialprivacy.eu/langs/
splog	

•  An	unofficial	draft	specification	has	
been	published	online
http://purl.org/specialprivacy/splog		

•  Feeds	into	the	standardisation	efforts	
conducted	in	the	W3C	Data	Privacy	
Vocabularies	and	Controls	Communty	
Group	

08/08/19	 40	Piero	A.	Bonatti,	Bert	Bos,	Stefan	Decker,	Javier	D.	Fernández,	Sabrina	Kirrane,	Vassilios	Peristeras,	Axel	Polleres	and	Rigo	Wenning.	Data	
Privacy	Vocabularies	and	Controls:	Semantic	Web	for	Transparency	and	Privacy.	Semantic	Web	for	Social	Good	(SWSG2018)	@	ISWC2018	



Transparency and compliance checking  
Subsumption Algorithm 

•  The	development	of	a	compliance	checking	
algorithm	for	the	SPECIAL	policy	language	
devised	in	T2.1	

•  A	company’s	policy	can	be	checked	for	
compliance	with	data	subjects’	consent	and	with	
part	of	the	GDPR	by	means	of	subsumption	
queries	

•  We	provide	a	complete	and	tractable	structural	
subsumption	algorithm	for	compliance	checking	

•  Detailed	in	D2.4	&	D2.8	Transparency	and	
Compliance	Algorithms	

Piero	A.	Bonatti.	Fast	Compliance	Checking	in	an	OWL2	Fragment.	Proceedings	of	the	27th	International	Joint	Conference	on	Artificial	Intelligence	(IJCAI	2018)	



The SPECIAL transparency and compliance 
platform 



Transparency and compliance checking platforms 
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A	Scalable	Consent,	Transparency	and	Compliance	Architecture	
Sabrina	Kirrane,	Javier	D.	Fernández,	Wouter	Dullaert,	Uros	Milosevic,	Axel	Polleres,	Piero	Bonatti,	Rigo	Wenning,	Olha	Drozd	and	Philip	Raschke		
Proceedings	of	the	Posters	and	Demos	Track	of	the	Extended	Semantic	Web	Conference	(ESWC	2018)		

•  Data	processing	and	sharing	event	logs	are	stored	
in	the	Kafka		distributed	streaming	platform,	
which	in	turn	relies	on	Zookeeper	for	
configuration,	naming,	synchronization,	and	
providing	group	services.	

•  We	assume	that	consent	updates	are	infrequent	
and	as	such	usage	policies	and	the	respective	
vocabularies	are	represented	in	a	Virtuoso	triple	
store.	

•  The	compliance	checker,	which	includes	an	
embedded	

•  A	HermiT	reasoner	uses	the	consent	saved	in	
Virtuoso	together	with	the	application	logs	
provided	by	Kafka	to	check	that	data	processing	
and	sharing	complies	with	the	relevant	usage	
control	policies.	

•  As	logs	can	be	serialized	using	JSON-LD,	it	is	
possible	to	benefit	from	the	faceting	browsing	
capabilities	of	Elasticsearch		and	the	out	of	the	
box	visualization	capabilities	provided	by	Kibana.	
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•  SANSA	is	an	open	source	semantic	data	
processing	stack	that	supports	distributed	
computations	on	large-scale	RDF	data	

•  SANSA	is	built	on	top	of	the	two	prevalent	
distributed	in-memory	big	data	processing	
frameworks	Apache	Spark	and	Apache	
Flink	

•  Demonstrating	how	SANSA	can	be	used	for	
personal	data	processing	compliance	
checking	

Transparency and compliance checking platforms 

Big DataNon-Big Data

App

def main(args) {
  userId = args(0); val query = args(1)
  axioms, rules = loadPolicies(userId) // (1)

  return getUserTransactions(userId, query)  
}

def getUserTransactions(userId, query) {
  wholeLog: RDD = NTripleReader.load(...)               // (2)
  queryEngine = new QueryEngine(wholeLog+axioms)        // (3)
  reasoner = new Reasoner(rules + profile, queryEngine) // (4)
  return reasoner.getInf(query): Collection[Triple]     // (5)
}

Querying

Knowledge Distribution & Representation

Distributed In-Memory Processing

Distributed Filesystem

Node Node Node Node …

Dash
board

Data 
Subject

Company
def main(…) {
 query = constructQuery()
 submit(App.main,
   userId, query)
 presentResults()

login(userId)

Business Logic

OWL + 
Rules

P
olicies 

S
ervice

Data
Purpose
Processing
Storage
Sharing

Line of Business 
Applications

CRMCRMCRM

…

Logs
Distrib. FS 
Converter

HTTPS

HTTPS

Async./Pull
Data Stream

TLS

TLS

Policies

HTTPS

Inference

Machine Learning

Patrick	Westphal,	Javier	Fernández,	Sabrina	Kirrane	and	Jens	Lehmann.	SPIRIT:	A	Semantic	Transparency	and	Compliance	Stack.	
Proceedings	of	the	Posters	and	Demos	Track	of	the	14th	International	Conference	on	Semantic	Systems	(SEMANTiCS	2018)	



Provenance/event information  

Anonymisation & Aggregation

Business Intelligence / Data Science Application 
(internal)

Transparency & Compliance Dashboard 
(external facing)

Line Of Business Application 
(externally facing)

LOB Data 
& Policies

 BI/DS 
Data

BI/DS Logic
PD Consent PD Control

LOB Logic

PD 
Transparency

PD 
Compliance

Ex-Post
BI/DS Compliance Ex-Ante

Semantification

RDF Policy 
Converter

RDF Event 
Converter

RDF Data 
Converter

LOB Compliance Ex-Ante

Access Control

Usage Control 

Compliance AnonymisationAggregation

Compliance Aware Aggregation 
and Anonymisation Ex-Ante

Transparency

Policies & 
Ontologies

Events & 
Ontologies

Policies

PD Consent PD Control Access Control

Access Control

RDB2RDF / R2RML

•  In	D2.3	we	frame	the	SPECIAL	
policy,	transparency	and	
compliance	components	within	
the	wider	scope	of	a	general	
Enterprise	setting	

•  SPECIAL	can	be	used	in	
conjunction	with	existing	Line	of	
Business	(LOB)	and	in	Business	
Intelligence	(BI)	/	Data	Science	
(DS)	settings	

•  Key	role	of	the	Personal	Data	
processing	Inventory	
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SPECIAL Standardisation Activities 



Data Privacy, Vocabularies and Controls 
Community Group (DPVCG)   

v Launched	on	the	25th	of	May	2018	
v Presentation	at	MyData	on	the	31st	of	
August-2018	

v F2F	in	Vienna	on	the	3rd	and	4th	of	
December		

v The	current	goal	is	to	agree	on	first	public	
drafts	of	minimal	sets	of	vocabularies	
with	first	stable	working	drafts	being	
reached	latest	on	25	May	2019.	

https://www.w3.org/community/dpvcg/	
	



Data Privacy, Vocabularies and Controls 
Community Group (DPVCG)   

v Consent	Receipt	Specification	(Kantara)		
v GDPRText	(Trinity	College	Dublin)	
v DECODE	project		
v CitySPIN	project	
v Expedite	project	
v Pret-a-LLOD.eu	project	
	

N.B.	More	Industry	involvement	needed	
https://www.w3.org/community/dpvcg/	
	



SPECIAL Resources 



Achievements: Exploitable Results 
•  Resources	

v The	SPECIAL	Usage	Policy	Language	
http://purl.org/specialprivacy/
policylanguage	

v The	SPECIAL	Vocabularies	
https://www.specialprivacy.eu/vocabs		

v The	SPECIAL	Policy	Log	Vocabulary	
http://purl.org/specialprivacy/splog		

•  SPECIAL	Ex-Post	Compliance	Checking	
v Demonstrates	how	usage	policies	together	

with	event	logs	can	be	used	to	perform	ex-
post	compliance	checking			

•  SPECIAL	Consent	and	Transparency	
Interfaces	

v Various	consent	user	interfaces	and	the	
transparency	dashboard	

v Guidelines	for	legally	compliant	consent	
retrieval	
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Any Questions? 
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